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Preface

About This Guide

The Apple IP Gateway is software that alows communication between an
AppleTalk network or internet and an Internet Protocol (1P) network or
internet. This guide explains how to install, configure, and operate the Apple
IP Gateway, both on its own and in conjunction with the Apple Internet Router
or with an Apple Remote Access Personal or MultiPort Server. The guide also
tells you how to prepare users to access the gateway, details several methods
for making the gateway more secure, and provides solutions to problems that
may come up.

What this guide contains

The chapters of this guide provide the following information:

= Chapter 1, “About the Apple IP Gateway,” gives a basic introduction to how
the gateway works and how it can be used.

= Chapter 2, “Installation and Setup,” covers software installation and
configuration information for both MacTCP and the gateway itself. In
addition, the chapter includes a section that covers the various options you
have in preparing users to access the gateway.

= Chapter 3, “Operating and Monitoring the Apple IP Gateway,” provides
detailed information for operating the gateway and establishing gateway
security. The chapter also covers viewing gateway statistics and monitoring
the gateway with SNMP.

= Chapter 4, “Troubleshooting,” offers solutionsto problems that may come up.

= The Appendix, “The Apple IP Gateway MIB,” lists the variables that can be
monitored with SNMP.




On-screen help

The Apple IP Gateway includes Balloon Help, featuring balloons that provide
descriptions of items on the Macintosh screen. To access Balloon Help, choose
Show Balloons from the Help (?) menu. When you point to items on the
screen, balloons appear explaining each item. To turn off Balloon Help, choose
Hide Balloons from the Help menu.

What you need to know

This guide assumes that you are familiar with basic Macintosh operations. If
you need more information, refer to the documentation that came with your
computer. In addition, the Apple IP Gateway works in coordination with
MacTCP, and, optionally, with the Apple Internet Router and the Apple
Remote Access Personal or MultiPort Servers. Although much of the
information that you'll need is repeated here, you'll find it helpful to have a
thorough understanding of these products. To get that understanding, refer to
the documentation supplied with each application program. Finaly, a
Macintosh SNMP agent is installed with the Apple I P software; to utilize this
agent, you will need to install MacSNMP software, which is supplied with
either the AppleTalk Administration for Macintosh or the TCP/IP
Administration for Macintosh products. The MacSNMP Administrator’s
Guide, included with both Administration products, provides abasic
introduction to network management with SNMP as well as detailed
instructions for configuring the agent software.

For more information

The Apple IP Gateway provides access to services on | P networks, including
the Internet. An introduction to Internet servicesis beyond the scope of this
guide. There are, however, numerous books available if you want to learn
more. Any of the following would provide a good introduction. There are
literally hundreds of others, with more coming out each week.
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Falk, Bennet, The Internet Roadmap, Sybex, San Francisco, 1994. A general
introduction to Internet basics, covering how to use USENET, how to send E-
mail, how to access the World-Wide Web, and how to master the most
common Internet tools, such as FTP and Gopher.

Gaffin, Adam, Big Dummy’s Guide to the Internet, MIT Press, Cambridge,
1994. A printed version of awidely used online guide.

Kehoe, Brendan P, Zen and the Art of the Internet, Prentice-Hall, Englewood
Cliffs, New Jersey, 1993. Subtitled “A Beginner's Guide,” thisis a short
treatment of Internet services and how to access them.

Krol, Ed, The Whole Internet User’'s Guide and Catalog, O’ Reilly and
Associates, Sebastapol, California, 1992. An all-in-one introduction, covering
history and technical basics, plus detailed coverage of services available.

Lambert, Steve and Howe, Walt, Internet Basics, Random House, New York,
1993. A genera introduction to history, use, and available services.

LaQuey, Tracey and Ryer, Jeanne C., The Internet Companion, Addison-
Wesley, Reading, Massachusetts, 1993. A short and nontechnical introduction
featuring aforeword by Vice-President Al Gore.
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About the Apple IP Gateway

The Apple IP Gateway provides Macintosh computers on an AppleTalk
network access to services on an Internet Protocol (1P) network—even if the
computers themselves are on an AppleTak system that does not directly
support IP. Thusthe gateway is particularly useful for Macintosh computers
connected by Loca Talk cabling or through Apple Remote Access.

The Apple IP Gateway can be installed on awide range of Macintosh
computers. It can be used on its own or in conjunction with an Apple Remote
Access MultiPort or Personal Server or with the Apple Internet Router. This
chapter gives an overview of how the gateway works and explains the various
optionsfor its use.




About IP networks

The Internet Protocol (1P) and its companion, the Transmission Control
Protocol (TCP), were first devel oped as part of a United States defense
research effort some twenty years ago. Since then, TCP/IP has become the
international standard for heterogeneous networking, in which many different
computer types can interoperate and share information and services.

TCP/IP can be used for local area networking, in which, for example, clients
access data from a UNIX® host. It can also be used for giant internetworks,
composed of hundreds of local networks linked by awide variety of
communications methods. The best known of these giants is the Internet, which
is often regarded as the prototype of the Information Superhighway. Like
TCP/IPitself, the Internet began as a U.S. defense project. It has since grown
into an international web linking universities, research centers, corporations,
and, increasingly, private citizens, who are gaining access by the thousands
every month. Note that this Internet is always spelled with acapita |. A
lowercase internet can be any interconnected set of networks, whether based on
TCP/IP, AppleTalk, or some other protacol. The Apple IP Gateway provides
accessto any TCP/IP network or internet, including the Internet itself.
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How the gateway works

On both AppleTalk and I1P networks, data is broken down into packets for
transmission. The two network types use different sets of rules—protocols—
for packet construction and for addressing packets to their correct destinations.
Data can't ordinarily cross from one network type to the other. The Apple IP
Gateway solves this problem. Installed on a Macintosh computer that is
connected to both an IP network and an AppleTalk network, the Apple IP
Gateway makes addressing transparent on both sides, so communications can
pass freely.

IMPORTANT The gateway computer must be connected to | P by Ethernet cabling.
Client computers may be networked by Local Talk, Ethernet, or other AppleTalk-
compatible cabling types. Both the client computers and the gateway computer
must have MacTCP software installed. This allows them to “talk” IP, even
though they are using AppleTalk as the underlying network protocol.

Users who want to access an | P service construct their requests in the
appropriate IP format. The packets have all the information necessary for
transport and reassembly on the | P side. Speaking metaphorically, the packets
areenclosed in IP “envelopes.” To get this message to the gateway, the IP
packets are encapsulated in Datagram Delivery Protocol (DDP) packets, DDP
isthe AppleTak standard for data transport. The IP envelope, in other words,
is put inside a DDP envelope for shipment to the gateway. On arrival, the
gateway strips off the DDP envel ope and sends the | P packet on its way.

When the I P host sends back areply, the processis reversed. The gateway
encapsulates the IP datain a DDP envelope and transmits it to the client
over AppleTalk.

Figure 1 shows how the gateway makes it possible to move datafrom an
AppleTak network to an IP network.
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Local IP host

IP router

Figure 1 How the Apple IP Gateway works
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How the gateway can be used

Depending on the type of AppleTalk network you are working with and the
needs of your network users, you can run the gateway as a stand-alone
product, or you can use the software in conjunction with either the Apple
Internet Router or an Apple Remote Access Personal or MultiPort Server.
Using these optionsis covered in detail in Chapter 3, “ Operating and
Monitoring the Apple IP Gateway.” The descriptions that follow give you an
idea of overall functionality.

Using the gateway as a stand-alone product

When the Apple IP Gateway isinstalled on a Macintosh computer that is
properly connected to both an IP and an AppleTalk network, any Macintosh
computer on the AppleTalk network can access the I P internet through the
gateway. All that is necessary is that the client computer have both MacTCP
and any appropriate | P software installed.

Using the gateway with the Apple Internet Router

If the gateway isinstalled on a Macintosh computer that is also running the
Apple Internet Router software, the gateway’s power is greatly expanded. Now
any Macintosh computer on any AppleTalk network that is part of the router’'s
internet can use the Apple IP Gateway to access the |P network. Figure 2
shows how the router works with the gateway.
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Figure 2 Combining an Apple Internet Router with the Apple IP Gateway lets
you offer gateway services to all Macintosh computers served by the router.

The Apple Internet Router and the Apple | P Gateway software can run on the
same computer, although they do not have to. Putting the two programs on the
same computer is usually the convenient and cost-effective choice. One
machine provides both services; the software is physically located where the
cabling comes together; and there is only one place for something to go
wrong, so errors are easier to find and correct.
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The Apple IP Gateway and the Apple Internet Router
AppleTalk/IP Wide Area Extension

Although it is easy to confuse the Apple IP Gateway and Apple Internet
Router AppleTalk/IP Wide Area Extension, the two software programs
actually provide two completely different services.

The Apple IP Gateway allows Macintosh computers on an AppleTak network
to communicate with computers of many different types on an IP network. The
AppleTalk/IP Wide Area Extension allows Macintosh computers on an
AppleTak network to communicate with other Macintosh computers on
another AppleTalk network located, figuratively speaking, on the other side of
an IP internet.

The extension is based on a software file called IPTunnel, so named because it
builds atunnel between the two AppleTalk networks through the I P internet.
Because | P internets span the globe, the AppleTalk/I P Wide Area Extension
provides afast, powerful, and cost-effective way for widely separated local-
area AppleTak networks to link up. The extension does not, however, provide
access to | P services. That isthe job of the Apple IP Gateway. The two
programs can run on a single computer, offering users the full potential of
both. Figure 3 shows their capabilitiesin graphic form.
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Using the gateway with an Apple Remote Access server

Apple Remote Access software creates a remote extension of an AppleTalk
network, with packets transmitted over telephone lines rather than over
dedicated cables. Userswho dial into an AppleTak network through an Apple
Remote Access Personal or MultiPort Server can access all network services
as though they were locally connected. If the Apple Remote Access server
computer has access to the Apple IP Gateway, server users can also access |P
services, again as though they were locally connected.

Note: Remote users must be authorized to use the gateway by the Apple
Remote Access server administrator. See your Apple Remote Access
documentation for details on controlling network access.

Adding the remote-access option greatly extends the reach of the gateway, but
setup and operation are essentially the same as for the stand-alone environment.
Note that, as with the Apple Internet Router, it is often simplest and most cost-
effective to install both software programs on a single computer, but thisis not
strictly necessary if it is more convenient for you to use two machines.

Figure 4 shows how Apple Remote Access clients use the gateway to access |P
Services.

How the gateway can be used 9
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Figure 4 Apple Remote Access (ARA) client access to IP services
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The Apple IP Gateway and the AppleSearch WAIS Gateway

AppleSearch 1.5 includes a WAIS Gateway that allows AppleSearch clientsto
search WAIS (wide areainformation server) computers on the Internet. Like
the Apple IP Gateway, the WAIS Gateway requires a Macintosh with both
AppleTak and IP connections. The two gateways can run on the same
machine, thus giving users the benefits of both approaches. However the
benefits are different and should not be confused. The Apple IP Gateway isa
general-purpose | P access tool that does not require the AppleSearch software.
The WAIS Gateway is a specialized access tool that does.

Network management

The Apple IP Gateway is supplied with an SNMP IP Gateway Agent and
related SNMP software that allow a set of variables (called a Management
Information Base, or MIB) to be viewed. These variables are listed in the
Appendix, “The Apple IP Gateway MIB.”

SNMP stands for Simple Network Management Protocol, and it is the standard
mechanism for managing nodes, such as routers, hubs, and host computers, on
a TCP/IP network. An SNMP agent may be thought of as areporting device
that supplies information about a particular MIB.

You can view the Apple IP Gateway MIB locally by installing either the
MacSNMP Client or the MacSNMP Administration software. These programs
are provided with the AppleTalk Administration for Macintosh and the TCP/IP
Administration for Macintosh products.

If you want to view the MIB remotely, you'll need a network-management
console. Such consoles are available from a number of vendors.

Exploring these network-management options is beyond the scope of this
book. The MacSNMP Administrator’s Guide, supplied with the MacSNMP
software, provides information on using MacSNMP itself and aso points you
in the right direction if you wish to implement full network management. See
your Apple-authorized reseller for more information.
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Hardware and software requirements

The Apple IP Gateway may be installed on any Macintosh |1 or later
Macintosh computer that is equipped with

as Ethernet onthe IP side

If the gateway computer does not support NuBus™, it must have built-in
Ethernet, a processor-direct slot (PDS) card, or a SCSI adapter. See the
documentation supplied with the card or adapter for full information on
installation, setup, and operation.

= any AppleTak link, such as Local Talk, EtherTalk, or Apple Remote Access,
on the AppleTak side

See the documentation supplied with the cabling or with the Remote Access
software for full information on installation, setup, and operation.

= at least 4 megabytes of random-access memory (RAM)
= System 7.1 or later

MacTCP version 2.0.4, AppleTak version 58.1.3, the MacSNMP agents, and
other required networking software are all installed with the gateway. This
software is discussed in “Installing the Gateway Software” in Chapter 2.

If the gateway computer is also supporting either the Apple Internet Router or
an Apple Remote Access server, it must meet al hardware and software
reguirements for those products. You may need to increase RAM to provide
adequate memory to run all services simultaneously. See the Apple Internet
Router Administrator’s Guide, the Apple Remote Access MultiPort Server
Administrator’s Guide, or the Apple Remote Access Personal Server User’s
Guide for full information.

12
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Installation and Setup

This chapter covers all available options for installation of the Apple IP
Gateway and describes the procedures for each. Proper setup varies according
to network administrator preference and the kind of access you want to offer
network users. Setup procedures require coordination between the Apple IP
Gateway software itself and the MacT CP software on the gateway computer.
This chapter shows you how to make them work together to achieve the
desired result. Finaly, the chapter tells you how to get users ready to access
the gateway.




International users

If you are installing the Apple IP Gateway on a non—United States Macintosh
computer, you should run the Network Software Installer (NSI) before
proceeding with the rest of the installation process. The NSI installs the latest
international versions of all networking software. The Network Software
Installer disk is supplied in your Apple |P Gateway package.

Before running the NSI, you should make a backup copy of its disk. Put the
original aside for safekeeping, and use the backup for installation.
Installing networking software using Easy Install

To run the NSI using Easy Install:

1 Insert the backup copy of the Network Software Installer disk into your computer’s
floppy disk drive and double-click the disk icon to open it.

The Installer icon isin the window that appears.

In=taller

2 Double-click the Installer icon to open the Installer program.

Aninformational dialog box appears:

Welcome to the Network Software Installer

Tour Macintosh needs certain software to use
AppleTalk, EtherTalk, and TokenTalk.

“Easy Install” chooses the software Apple
recommends, based onl the type of Macintosh and
interface cards you have.

Use "Customnize” if you are sure you want to
overtide those recotnmendations.
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3 Click OK.
The Easy Install dialog box appears:

Easy Install

Click Install to place

* AppleTalk rersion 58.1.4

+ EtherTalk for Quadra (Centris) 650, 610 or

300 Buit-in
on the hard disk named
= Macintosh HD

£incl Bisk

4 If necessary, click Switch Disk until the name of the disk you want to install on appears.

The Easy Install processis preset to install al the networking software
contained on the Network Software Installer disk onto your current startup
disk. By switching disks, you can install the networking software on any hard
disk that has a System Folder.

IMPORTANT You must install the networking software on the same disk asthe
Apple IP Gateway.

5 Click Install to place the networking software on your hard disk.

If other programs are currently running on your computer, the following dialog
box appears:

Installation on the active startup disk
“Macintosh HD” cannot take place while
other applications are running. Click
Continue to automatically quit all other

running applications. Click Cancel to
leave the disk “Macintosh HD” untouched.

[ Cancel ] [[ Continue ]]
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Clicking Continue automatically quits all open programs and begins the
installation. Clicking Cancel quitsthe Installer and leaves your hard disk
unchanged.

The Installer begins the installation process, with on-screen messages
reporting its progress. You can cancel the installation at any time, leaving the
hard disk unchanged.

When you see a message reporting that installation was successful, click Restart.

Installation on the active startup disk
“mMacintosh HD” was successful. You must
now restart your Macintosh to use your
new software.

After you restart your computer, you can proceed to the section “Installing the
Gateway Software,” later in this chapter.

Installing networking software using the Customize option

The Customize option lets you pick and choose from the networking software
contained on the NSI disk. It is particularly useful if disk spaceisat apremium
and if you know there are software files you won't need.

To use the Customize option:

Follow steps 1 through 3 in the preceding section, “Installing Networking Software Using
Easy Install.”

The Easy Install dialog box appears.

16
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2

3

Click Customize.

The Customize dialog box appears:

Click the items you want to select;
Shift-click to select multiple items.

AppleTalk v58.1.4 for System 6

insial
AppleTalk v58.1.4 for System ?

EtherTalk for EtherTalk NB Card
EtherTalk for Ethernet NB Card
EtherTalk for Ethermet NB Twisted-Pair Card
EtherTalk for Ethernet Comm Slot Card

— Macintosh HD

Eiwei Hisk

Easy Install

If necessary, click Switch Disk until the name of the disk you want to install on appears.

The Customize option is preset to install the designated networking software
onto your current startup disk. By switching disks, you can install the
networking software on any hard disk that has a System Folder.

IMPORTANT You must install the networking software on the same disk asthe
Apple IP Gateway.

Select the software you want to install.

Select an item by clicking its name; select multiple items by Shift-clicking.
m You must select AppleTalk for System 7.

m You don't need AppleTak for System 6.

You may or may not need the rest of the networking software. To be sure, it
may be necessary to review your system or to ask for help from your
network administrator.
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5 Click Install to place the networking software on your hard disk.

If other programs are currently running on your computer, the following dialog
box appears:

Installation on the active startup disk
“Macintosh HD” cannot take place while
other applications are running. Click
Continue to automatically quit all other

running applications. Click Cancel to
leave the disk “Macintosh HD” untouched.

[ cancel | [[ continue ]|

Clicking Continue automatically quits al open programs and begins the
installation. Clicking Cancel quits the Installer and leaves your hard disk
unchanged.

The Installer begins the installation process, with on-screen messages
reporting its progress. You can cancel the installation at any time, leaving the
hard disk unchanged.

6 When you see a message reporting that installation was successful, click Restart.

Installation on the active startup disk
“Macintosh HD” was successful. You must
now restart your Macintosh to use your
new software.

After you restart your computer, you can proceed to the next section,
“Installing the Gateway Software.”
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Installing the gateway software

Beforeinstalling your gateway software, you should make a backup copy of
the installation disks, the Apple IP Gateway Installer 1 and Apple |IP Gateway
Installer 2, which you will find in the Apple IP Gateway package. Put the
originals aside for safekeeping, and use the backups for installation.

This section describes the Easy Install procedure that Apple recommends as
well as the Custom Install procedure that you may want to use instead. The
section also shows you how to specify locations for software installation if you
don’t want to use the default locations for which the Installer is set.

Using Easy Install

Easy Install places al the software Apple recommends in the appropriate
locations on your startup disk. Thisincludes

» the Gateway Manager

= the MacTCP control panel

» all necessary system extensions

= SNMP network-management software

AppleTalk version 58.1.3 (for United States users)

Note: International users can use Easy Install. All software installed with the
Network Software Installer will be retained.

To install this software:

1 Insert the backup copy of the Apple IP Gateway Installer 1 disk into your computer’s
floppy disk drive and double-click the Apple IP Gateway icon to open it.

The Installer icon isin the window that appears.

Installer
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2 Double-click the Installer icon to open the Installer program.

Aninformational dialog box appears.

Welcome to the Apple IP Gateway
Welcome to the Apple IP Gateway Installer!
=

This programm installs the Gateway Manager
saftvrare in a folder on your hard disk,

@/ The Installer alse places Apple IP Gateway
= systemn extensions in your Systemn Felder,

3 Click Continue.
The Installer dialog box appears, set for Easy Install.

=———————————— Installer 5tript =—"F——————1=

[ Easy Install b

Click the Install button to install:

* Apple IF Gateway

= Network Management

= AppleTalk version 58.1.3

» EtherTalk for Centris 650/610 or Quadra 800 Built-in

------ Destination Folder

Quit
[ select Folder... |

Apple IF Gateway [[
on the disk “Macintosh HD ¥

Instanl_ ||

[

When you click Install, the Installer automatically creates a folder on your
startup disk called Apple |P Gateway and installs the Gateway Manager in that
folder. It also automatically installs all other gateway software in the System
Folder on your current startup disk. If you want to use those default locations,
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proceed to step 4. If you want to install the Gateway Manager in an alternate
location, or if you want to install the gateway extensionsinto a different
System Folder, you should now follow the proceduresin “ Designating
Software Locations,” later in this chapter. When you have completed those
procedures, return here and go on to step 4.

4 Click Install to place the Apple IP Gateway software on your hard disk.

If other programs are currently running on your computer, the following dialog
box appears:

Installation on the active startup disk
“Macintosh HD” cannot take place while
other applications are running. Click
Continue to automatically quit all other
running applications. Click Cancel to

leave your disk untouched.

[ Cancel ] [[ Continue ]]

Clicking Continue automatically quits all open programs and begins the
installation. Clicking Cancel quitsthe Installer and leaves your hard disk
unchanged.

The Installer begins the installation process, with on-screen messages
reporting its progress. You will be prompted to switch disks when necessary.
You can cancel theinstallation at any time, leaving the hard disk unchanged.

5 When you see a message reporting that installation was successful, click Restart.

s Installation was successful. You must
now restart your Macintosh to use your

new software.
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Using Custom Install

Custom Install allows you to pick and choose which files you want for
installation. The following software is the minimum necessary for the gateway
to run successfully:

» the Apple IP Gateway software, including the Gateway Manager and
MacTCP version 2.0.4 or later

= AppleTalk version 58.1.3 or later

You may want to use Custom Install if:
= you have all necessary software drivers
= you don't want to install any unnecessary drivers

IMPORTANT MacTCP isincluded with the Apple |P Gateway software under
Custom Install. If you have alater version of MacTCP already installed, the
Installer will automatically use those later files. You do not have to consider
MacTCP in acustom installation. In addition, the Installer will not install
AppleTak version 58.1.3 over alater version of AppleTalk.

To use Custom Install:

Insert the backup copy of the Apple IP Gateway Installer 1 disk into a floppy disk drive
and double-click the Apple IP Gateway icon to open it.

The Installer icon isin the window that appears.

In=taller

Double-click the Installer icon to open the Installer program.

Aninformational dialog box appears.

22
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Welcome to the Apple IP Gateway
Welcome to the Apple IF Gateway Installer!
=

This prograrn installs the Gateway Manager
software in a folder on your hard disk,

@/ The Installer also places Apple [P Gateway
= system extensions in your System Folder,

3 Click Continue.
The Installer dialog box appears, set for Easy Install.

Installer Script ="—0—"—"1I——‘JI"1" "=

[ Easy Install - |

Click the Install button to install:

+ Apple IP Gateway

+ Network Management

+ AppleTalk version 58.1.3

* EtherTalk for Centris 650/610 or Quadra 800 Built-in

------ Destination Folder
D Select Folder...

Apple P Gateway
an the disk *Macintash HD * [[ Install ]]

[@

4 Choose Custom Install from the pop-up menu at the top of the Installer dialog box.

v Easy Install |

Custom Remove
Note: The Custom Remove option allows you to remove installed files should
this ever prove necessary.
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The Custom Install dialog box appears.

Installer Script == ———————P15

[ custom Instal  w |

Check features to be installed

[]Apple IP Gateway

[ Network Management

[] AppleTalk v58.1.3 for System 7

[ EtherTalk for Ethernet NB Card
[JEtherTalk for Ethernet NB Twisted-Pair Card
[JEtherTalk for Ethernet Comm Slot Card
Drigk space available: 421 448K Selected zize: zero K

------ Destination Folder
Quit

insial

@
@
@
[ EtherTalk for EtherTalk NB Card [H]
@
@
@

[ select Folder... |

Apple IP Gateway
on the disk “Macintosh HD

[

The Installer is set to create afolder on your startup disk called Apple IP
Gateway and to ingtall the Gateway Manager in that folder. It automatically
installs al other gateway software in the System Folder on your current startup
disk. If you want to use those default locations, proceed to step 5. If you want to
install the Gateway Manager in an alternate location, or if you want to install
the gateway extensions into a different System Folder, you should now follow
the proceduresin “ Designating Software Locations,” later in this chapter. When
you have completed those procedures, return here and go on to step 5.

5 Click the checkboxes to select those items you wish to install.

To understand more about any item, click the small i on the far right of the list.
This opens an informational window, as shown by the following example, that
tells you what each piece of software does and what subitems, if any, are
included in the main listing.
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)
/_A} Apple IP Gateway

Disk Size: 310K
RAM Size: nia
Yersion: 1.0
Date: Tue, Feb 12, 2019

This installs the Apple IP Gateway Package: Apple
IP Gateway extension, Gateway Manager, and

)

MacTCP. If you are doing a custom install, be sure
1o inztall AppleTalk version 58.1.2 as well.

=

Click OK when you're done reviewing the informational window.

Click Install to place the selected software on your hard disk.

If other programs are currently running on your computer, the following dialog
box appears.

Installation on the active startup disk
“Macintosh HD* cannot take place while
other applications are running. Click
Continue to automatically quit all other

running applications. Click Cancel to
leave your disk untouched.

[ cancet ]| continue ||

Clicking Continue automatically quits all open programs and begins the
installation. Clicking Cancel quits the Installer and leaves your hard disk
unchanged.

The Installer begins the installation process, with on-screen messages
reporting its progress. You will be prompted to switch disks when necessary.
You can cancel the installation at any time, leaving the hard disk unchanged.
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7 When you see a message reporting that installation was successful, click Restart.

s Installation was successful. You must
now restart your Macintosh to use your

new software.

Designating software locations

The Installer automatically installs the Gateway Manager on the current
startup disk in afolder called Apple IP Gateway. The Installer places all other
gateway software in the System Folder of the current startup disk. You can
change these automatic locations using the Destination Folder section of either
the Easy Install or the Custom Install dialog box.

You can install the Gateway Manager in any folder on any hard disk. You can
install the rest of the gateway software in any System Folder on any hard disk.

IMPORTANT If you do install the gateway System Folder software in the
System Folder of any disk that is not the current startup disk, you will need to
make that disk the current startup disk before you can run the gateway.

Designating a location for the Gateway Manager

You can designate afolder for the Gateway Manager using the following
procedure:

1 Click Select Folder in the Destination Folder section of the Installer dialog box, shown in
the following figure.
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Installer Script ===

[ Easy Install b

Click the Install button to install:

* Apple IF Gateway

= Network Management

= AppleTalk version 58.1.3

» EtherTalk for Centris 650/610 or Quadra 800 Built-in

------ Destination Folder
D Select Folder ...

Apple IF Gateway
on the disk “Macintosh HD * [ instan |

[

Note: The processis the same whether the Installer is set for Easy Install or
Custom Install.

The Folder Selection dialog box appears:

select the installation folder:
[=2 Apple IP Gateway + | = Macintosh HD
[ Fient
5 (caneer )
[ select “Apple IP Gateway” ] [ Hoen ]

Using standard folder navigation techniques, locate the folder and hard disk for installation.

If you have any questions about folder navigation, see the documentation that
came with your Macintosh computer. You can navigate to any folder or
connected hard disk.
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3 Designate a folder for the Gateway Manager installation.

You can select any folder on any hard disk, or you can create a new folder
using the following procedure:

a. Click the New Folder (1) button on the right side of the dialog box. The
New Folder dialog box appears:

Name of new folder:

b. Type the name of the new folder.
c. Click Create.

4 Click the Select “<name of folder>" button at the bottom of the dialog box.

When you click Install, the Gateway Manager will be installed in this folder.

Designating a System Folder for the gateway software

The gateway software, exclusive of the Gateway Manager, must beinstalled in
a System Folder. It does, not, however, have to beinstalled in the System
Folder on the active startup disk, although you will have to use the chosen disk
as the active startup disk when you run the gateway. To choose a System
Folder for the gateway software:

1 Holding down the Option key, click System Disk in the Destination Folder section of the
Installer dialog box, shown in the following figure:

Installer Script S8————————=U

[ Easy Install b

Click the Install button to install:

* Apple IF Gateway

= Network Management

= AppleTalk version 58.1.3

» EtherTalk for Centris 650/610 or Quadra 800 Built-in

------ Destination Folder

Quit
[ system Disk... |
Apple IF Gateway
on the disk “Macintosh HD * [ instan |

[
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Note: The processis the same whether the Installer is set for Easy Install or
Custom Install.

The System Disk dialog box appears:

Syztenn files will be inztalled on the selected dizk.

System Disk:[ Macintosh HD  w |

[ cancet ][ ok

2 Choose a system disk from the pop-up menu.

3 Click OK.
The gateway software will be installed on the designated system disk.

Setting up the gateway

To set up the Apple | P Gateway, you first configure your MacTCP software,
after which you configure the gateway itself.

Configuring MacTCP

You can access the MacTCP control panel from the Gateway Manager or
directly from the Apple (&) menu in the Finder. To access the control panel
from the Gateway Manager:

1 Double-click the Gateway Manager icon to open the program.

The Gateway Manager icon looks like the illustration shown here:

2

Gateway MManager

Setting up the gateway 29



After you double-click the icon, the Gateway Information window and
menus appear.

==———— Gateway Information ="c=F————|

%

Addresses available: O Metwork activity :

e ] Busy

Addreszes assigned: 0 Network L Hiah
: —

Murnber of users connected: 0 Fwrark errors o 9

AppleTalk
Address

Packets

Magintosh Mamne IF Address Forwarded Idle Tirne

i

=]

Gateway iz currently : Off

2 Choose “Set up MacTCP” from the Control menu.

Alternatively, choose Control Panels from the Apple menu and double-click
the MacTCP control panel icon in the window that appears.

=[] Control Panels HIE
26 iterns 282 MEB in disk 215.28 MEB available
2]

ﬁ

[=o=] [=o=] [=o=]
AppleCh Speed Switch Cache Switch Colar Date & Time

oy
E “
[=o=] [=o=]

Easy Access

File Sharing Monitor

General Contr
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3

With either method, the MacTCP control panel opens.

MacTCP

=,
=

EtherTalk [0)

Ethernat

)

i =]

More. ..

204

Click an Ethernet icon in the upper section of the control panel.

If you have multiple Ethernet connections, select the one that is connected to

the IP network. The gateway will not run if you select EtherTalk or any other
type of AppleTak network connection.

Click More.

The Administrator dialog box appears.

) Manually
® Server

(O Dynamically

~Routing Information:-
Gateway Address:

Class:_A_| Address: 0.0.0.0
Subnet Mask: 255.0.0.0

[ENRNRNEN INRNRNRNANRNRNRNRNRNRNA]|
Net | Subnet | Node

Bits: 8 0 24

Net: H [tacic

Subnet: Oiack

Node: ik

0

Domain

IP Address Default

Il | &

[[ il }] [Eancel]
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Click Manually in the Obtain Address section of the dialog box, then click OK to return to
the MacTCP control panel.

Enter the IP address of the gateway computer in the lower section of the control panel.

Obtain this address from your network administrator and type it exactly as
specified.

Click More.

The Administrator dialog box reappears, with the following information now
included:

» thelP addressitself

» an address classindicated in the Class pop-up menu
= anetwork identifier

= ahost (node) identifier

The address class and the network identifier are assigned to any network that
accesses the Internet by the Internet’s central authority, the Network
Information Center. Classes range from A, for very large internets, to C, for
small local area networks. Host identifiers are locally set.

If your network requires subnetwork addressing, set the subnet mask and subnet
address by dragging the Subnet Mask slider.

Subnetwork addressing is a technique that allows groups of networks on an
internet to share a single network number, in much the same manner as alarge
group of postal addresses share a zip code. Obtain the correct settings from
your network administrator. When you slide the bar, the Subnet field fillsin
and the Node field changes. The Net field stays the same.

Fill out the Domain Name Server Information section of the dialog box.

The domain name system was created so that users could work with relatively
easy-to-remember symbolic names instead of more opague numerical
addresses. A domain name server keeps arecord of names assigned to
networks and matches them to their numeric equivalents. Obtain the domains
and | P addresses of your available domain name servers, as well as the correct
server to use as the default setting, from your network administrator.
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11

12

13

Enter the gateway address in the Routing Information section of the dialog box.

Thisisthe address of the I P router that routes packets from your local 1P
subnet to other |P subnets. Don’t confuse this with the Apple |P Gateway
itself. Obtain the address from your network administrator.

Click OK.
The Administrator dialog box closes and the MacTCP control panel reappears.

Click the control panel close box.

If you are setting up MacTCP for the first time, the control panel closes. If you
changed the configuration, and have used MacTCP with another configuration
and have not restarted the computer since then, you will see a dialog box
informing you that you will need to restart the computer to put your changes
into effect.

A You must restart the Macintosh
for your changes to take effect.

Restart the computer if necessary.

Configuring the gateway

To configure the gateway, it’'s important to understand the types of addressing
options available. All options refer to the type of address a user’'s computer
must have when accessing the gateway.

m Automatic addressing means computers are assigned addresses by the
gateway computer each time they access the gateway.

m Manual addressing means computers use preassigned addresses when they
access the gateway.

m Both means either manual or automatic addresses are acceptable.
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With either automatic or manual addressing, you specify arange of 1P
addresses that the gateway can provide, either dynamically or permanently.
Automatic addressing allows you to limit the number of clients that can access
the server at any one time. Manual addressing allows you to limit both the
number of clients and the specific group of clients who have access. If you use
both manual and automatic addressing at the same time, you must specify two
Separate ranges, one for each type.

IMPORTANT Manual addressing can only add security to the gateway if users
agree to protect the addresses you assign. If the addresses are made available,
either accidentally or by design, anyone can use them.

To configure the gateway:

1 Double-click the Gateway Manager icon to open the program.

The Gateway Information window appears.

Gateway Information

% Addresses available: O Network activity:  Idle [ ] Busy

Addresses azsigned: O Het " L Hih
: —
Murnber of users connected: 0 Rhwark srrars o g

AppleTalk Packets
Macintosh Marme IP Addresz Addresz Forwarded Idle Tirne

[

=

Gateway iz currently : OFF Start

2 Choose “Set up Gateway” from the Control menu.

The Gateway Setup dialog box appears.
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% GﬂtBLUﬂIJ Setup Automatic IP addressing:

MNumber of addresses:
Addressing Preferences : Start of IF range: [0.0.0.0
®) dstomnatically assigned End of range: 255.255.255.255

O Manually as=igned
O Both Manual IP addressing:

|:| Activate gateway at Maintosh startup

D Usze network restrictions a1 Hp..,

Click the radio button that represents your addressing choice.

You can configure for automatic addressing, manual addressing, or both.

Specify the number of addresses.

» |If you are configuring for automatic addressing only, enter avalue from 1 to
253 in the upper “Number of addresses” text box.

= |f you are configuring for manual addressing only, enter avalue from 1 to
253 in the lower “Number of addresses’ text box.

» If you are configuring for both automatic and manual addressing, enter a
value from 1 to 253 in each of the “Number of addresses’ text boxes.
Enter the first address.

= |f you are configuring for automatic addressing only, enter the first address
in the upper “ Start of IP range” text box.

» If you are configuring for manual addressing only, enter the first addressin
the lower “Start of 1P range” text box.

= |f you are configuring for both automatic and manual addressing, enter a
first address in each of the “ Start of 1P range” text boxes.
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Obtain these addresses from the network administrator. The end of the rangeis
automatically determined by adding the number of addresses permitted to the
starting address.

You can perform steps 4 and 5 in either order. The result is the same.

IMPORTANT If you are using both manual and automatic addressing, be sure
that the address ranges do not overlap. The Apple IP Gateway cannot manage
automatic and manual addresses from the same range.

If you want the gateway to start automatically when you start up the computer, click the
“Activate gateway at Macintosh startup” box.

IMPORTANT Ignore the “Use network restrictions’ checkbox for now. Thisis
discussed in detail in the section “ Establishing Gateway Security” in
Chapter 3, “Operating and Monitoring the Apple | P Gateway.”

Click OK.

The Gateway Setup dialog box closes and the Gateway Information window
reappears. The gateway is now fully configured and will begin operation when
you click Start.

Getting users ready

To get users ready you will need to

= ensure that users have the minimum hardware and software required
= ensure that users have MacTCP correctly configured

= supply users with manual addresses if necessary

Users may also need various Internet access software programs or server
accounts to accomplish their goals. These requirements, however, are too
individualized to cover here. See any of the Internet introductions listed in the
Preface for more information.
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Hardware and software requirements

Most Macintosh computers in current use are adequate for accessing the Apple
IP Gateway. Minimum requirements are:

= any Macintosh Plus or later Macintosh computer
= aminimum of 2 megabytes of RAM

= System software version 6.0.5 or later

= MacTCPversion 1.1 or later

= AppleTalk version 57.0 or later

Users connecting remotely also need Apple Remote Access software in any
version that is compatible with the Apple Remote Access Personal or MultiPort
Server that the Apple |P Gateway is using. These users will also have to meet
the hardware and software requirements for their Remote Access program.

MacTCP configuration requirements

If your users already have MacTCP installed, or if they are responsible for
obtaining and installing MacTCP on their own, you can simply tell them the
configuration information outlined in this section.

If you intend to supply users with MacTCP, Apple recommends that you
obtain the TCP/IP Administration for Macintosh product along with its
companion, TCP/IP Connection for Macintosh. TCP/IP Connection for
Macintosh is primarily alicensing vehicle, and it is available in arange of
licensing denominations. The MacTCP Administrator’s Guide, supplied with
TCP/IP Administration for Macintosh, contains full information on
configuring and distributing MacTCP client software. TCP/IP Administration
for Macintosh a so contains the MacSNMP Admin software and the
MacSNMP Administrator’s Guide, so you will also need the product if you are
planning to take advantage of network management.

See your Apple-authorized reseller for information about TCP/IP Connection
and Administration products and software licensing.

IMPORTANT You are legally obligated to limit distribution of MacTCP in
accordance with the distribution license that you purchase. Thislicenseisonly
available with the TCP/IP Connection for Macintosh.
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The following configuration information can serve as your guide if you are
planning to distribute configured software. If users will be configuring their
own software, you may find it convenient to photocopy one or both of these
sets of directions and hand them out as appropriate.

Configuring MacTCP for automatic addressing
To configure the software for automatic addressing:

Choose Control Panels from the Apple (@) menu.

The Control Panels window opens.

S[1==—————= Control Panels ==FcF—"—=2
26 iterns 282 MEB in disk 215.28 MEB available
z ifs
E @ b
[=o=] [=o=]
AppleC ed Switch Cache Switch Colar Date & Time

[ Speed 5
Bl
.
==

asy Access File Sharing Monitar Genetral Contro

Key oard Lal e1s Memorg Momtors

==
5 &
! B = ==

Double-click the MacTCP control panel to open it.

The following window appears:

MacTCP
[

© 4]
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Click the AppleTalk connection icon in the upper-left corner to select it (if it isn't selected
already).
Thisicon indicates the connection method that your computer is currently

using. The connection method is set in the Network control panel, shown in
the following figure, and the MacTCP setting is determined by that setting.

El Network
AppleTalk Connection : 302
ik
@
LocalTalk EtherTalk  Remote Only
Built In
>

Current Zone: De Anza 3/4-Morth

hppleTalk Version: S8.1.3
LocalTalk Mersion: 38.2.2

Note: If your computer has only one connection method, you may not have a
Network control panel. In this case, only one icon appearsin the MacTCP
control panel window.

When the icon is selected, a pop-up menu of zones appears beneath it. (On
some Loca Talk networks there are no zones and no menu. If thisisthe case,
you can skip step 4.)

IMPORTANT Remote Access clients need to be connected to the Apple Remote
Access server for the zone menu to appear.

Choose the zone containing the Apple IP Gateway from the pop-up menu, as shown on
the following page.
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Chooze wour gabeway's
2one from e listin thiz
pUp-Up MEn.

208

You do not need to enter an address.

5  Click More.

The Administrator dialog box appears.

) Manually

® Server

) Dynamically

~Routing Information:-
Gateway Address:

Class:_A_| Address: 0.0.0.0
Subnet Mask: 255.0.0.0

(INRERNEN INRNRNRERNRERNRERNRNRNET
Wet | Subnet | Node

Bits: 8 0 24

Net: i Oeack

Subnet Diack

Node:

ik

| [cancer )

Domain IP Address Default

Il | O

<l
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6 Click Server in the upper-left section of the dialog box.

You do not need to enter a gateway address or any address class or subnet
information.

7 If necessary, enter the domain name server information in the lower-right section of the
dialog box.

If you do not enter information, the gateway computer will supply it to your
computer. If you want to use more than one domain name server, it is useful to
enter the domains and addresses. Obtain this information from your network
administrator.

8  Click OK.
The Administrator dialog box closes and the MacTCP control panel reappears.

9 Click the control panel close box.

If you are setting up MacTCP for the first time, the control panel closes. If you
changed the configuration, and have used MacTCP with another configuration
and have not restarted the computer since then, you will see a dialog box
informing you that you will need to restart the computer to put your changes
into effect.

A You must restart the Macintosh
for your changes to take effect,

10  Restart the computer if necessary.
MacTCP is now ready for use or for distribution.
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3

Configuring MacTCP for manual addressing

To configure the software for manual addressing:

Choose Control Panels from the Apple (&) menu.

The Control Panels window opens.

S[I=———— Control Panels =———"015
26 iterns 282 MEB in disk 215.28 MEB available
ﬁ
[=o=] [=o=] [=o=]

AppleCh Speed Switch Cache Switch Colar Date & Time
1] Ehet iz
[=o=] [=o=] [=o=]

Easy Access File Sharing Monitor Genetral Control
[=o=] [=o=] [=o=] [=o=]
Keyboard Label=z Map Mermory FMonitars

-y
e fs 8 =
. =

Murnbers  Sharing Setup Sound

Double-click the MacTCP control panel to open it.

The following window appears:

ECI=—— MaclCP
ik
Lo a1k

il =

Click the AppleTalk connection icon in the upper-left corner.

The icon indicates the connection method that your computer is currently
using. The connection method is set in the Network control panel, shown in
the following figure, and the MacTCP setting is determined by that setting.
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£l Network
AppleTalk Connection : 302
_—
E @‘oo» I
LiocalTalk| EtherTalk  Remote Only
Built In Built In
&
Current Zone: De Anza 3/4-Morth
AppleTalk Version: 5813
LocalTalk Mersion: S2.2.2

Note: If your computer has only one connection method, you may not have a
Network control panel. In this case, only one icon appears in the MacTCP
control panel window.

When you select the icon, a pop-up menu of zones appears benegth it. (On some
Local Tak networks there are no zones. If thisis the case, you can skip step 4.)

IMPORTANT Remote Access clients need to be connected to the Apple Remote
Access server for the zone menu to appear.

Choose the zone containing the Apple IP Gateway from the pop-up menu.

L TTH T Cho oz yaur gateway's
2one from the letin this
pOp-up Ment.

Foarce: [ I
2oa

You do not need to enter an address yet.
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5 Click More.
The Administrator dialog box appears.

........... Dbta]n Address |P Address
) Manually Class:_A_| Address: 0.0.0.0
® Server Subnet Mask: 255.0.0.0
(3 Dynamically OO T I O
Wet | Subnet | Node
Bits: 8 0 24
Net: ik
Subnet: Lok
~Routing Information:- U
Gateway Address: Node: Otack
--------------- Domain Mame Server Information; -
Domain IP Address Default
[ Il | O [
[ ok ] [cancer ] e

6 Click Manually in the upper-left section of the dialog box, and then click OK.
The MacTCP control panel reappears.

7 Type the assigned address for this client in the IP Address text box.
The address must be one of the addresses in the designated manual range.
8 Click More.

The Administrator dialog box reappears, with address and class information
now filled in.

9 If your network requires subnetwork addressing, set the subnet mask and subnet
address by dragging the Subnet Mask slider.

Obtain the correct settings from your network administrator.

10  Fill out the Domain Name Server Information section of the dialog box.

Obtain this information from your network administrator.
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11 Click OK.
The Administrator dialog box closes and the MacTCP control panel reappears.

12 Click the control panel close box.

If you are setting up MacTCP for the first time, the control panel closes. If you
changed the configuration, and have used MacTCP with another configuration
and have not restarted the computer since then, you will see a dialog box
informing you that you will need to restart the computer to put your changes
into effect.

& You must restart the Macintosh
for your changes to take effect.

13 Restart the computer if necessary.
MacTCP is now ready for use or for distribution.
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Operating and Monitoring the Apple IP Gateway

Once the Apple IP Gateway and MacTCP have been successfully configured,
operation is straightforward, whether the gateway is used onitsown or in
conjunction with the Apple Internet Router or an Apple Remote Access
MultiPort or Personal Server. There are, of course, problems that can come up.
These are covered in Chapter 4, “ Troubleshooting.” This chapter explains how
to start and stop the gateway, how to monitor its operation, and, if necessary,
how to make it more secure.




Starting and stopping the gateway

You start and stop the Apple I P Gateway from the Gateway Manager program.
To start the gateway:

1 Open the Gateway Manager program.

The Gateway Information window opens.

Gateway Information

% fuddresses available: O Network activity:  Idle [ ] Busy

hddresses azsigned: O et " L High
: S
Mumber of users connected: O Shwark srrers o "

AppleTalk Packets
HMacintosh Marne IF Address Address Forwarded Idle Tirne

[£b)

=

Gateway iz currently : OFF Start

2 Click Start or choose Start Gateway from the Control menu.

The gateway automatically beginsto run. You can see the level of activity
from the Gateway Information window. The information in the window is
discussed later in the next section, “Monitoring the Gateway.”

IMPORTANT It is not necessary to keep the Gateway Manager open while the
gateway isrunning. If you want to close the Gateway Manager, choose Quit
from the File menu. This does not stop the gateway. If the Gateway Manager is
shut down, the gateway may be running, but thereis no visible sign of it. If you
want to make sure that the gateway is running, open the Gateway Manager. The
text next to the Stop/Start button will confirm the gateway’s status.

To stop the gateway:
1 Open the Gateway Manager program.

2 Click Stop or choose Stop Gateway from the Control menu.
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Monitoring the gateway
There are two main ways to monitor the gateway: with the statistics gathered
in the Gateway Information window and with SNMP.
Viewing gateway statistics

The Gateway Manager window presents a dynamic picture of the gateway

In operation.
Gateway Information
% Addresses available: 5 Network activity :  1dle I Busy
Addresses assigned : 5 Het " L High
: —
Nurnber of uzers connected:: 5 Shwark errers o 3
AppleTalk Fackets

Macintosh Marne IF Address Address Forwarded Idle Time
Mazintash 1 130431 241 000, 173 120 0:12:34 {3
Mazintash 2 130431 240 122, 49 TE 00000 |
Mazintosh 3 130431 289 122, &3 51 o:1z:1
Mazintash 4 130431 236 083, 22 u] 2:EF3:29
Mazintosh 5 130431 288 128, 22 51 0:11:25

=

Gateway is currently : On

From the top section of the window you can determine:

» the number of automatic addresses available for assignment

= the number of automatic addresses already assigned

= the number of connected users

= thecurrent level of gateway activity

= thecurrent level of invalid or illegal packets received by the gateway

Note that manual addresses are not tracked, because they are, by definition, not
available for automatic distribution.

The lower section of the window is atable of connected users, listing their
names, AppleTalk and | P addresses, packets forwarded, and idle time. To sort
thistable by any of itsfields, click on that field's heading. The field currently
being used for sorting is underlined.
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The window monitors the gateway continuoudly. If you want to see its operation
from a particular moment, choose Reset Statistics from the Control menu.

Stop Gateway

Reset Statistics

Set Password...

Set up Gateway...
S$et up MacTCP...

This sets all activity valuesto zero, including any variables monitored with
SNMP, and begins counting them again.

Using MacSNMP

The Apple IP Gateway Installer automatically installs an SNMP agent on the
gateway computer. If you install MacTCP on client computers using the
TCP/IP Administration for Macintosh and TCP/IP Connection for Macintosh
products, you have the option of installing SNM P agents on those computers
aswell.

The Administration product includes the MacSNMP Client and MacSNMP
Administration software, which allow for agent configuration and local
monitoring. Interested readers are referred to the MacSNMP Administrator’s
Guide, supplied with TCP/IP Administration for Macintosh.

The agents installed with the Apple |P Gateway and the TCP/IP
Administration include an Apple I P agent and a Macintosh agent. For a
complete list of all variables that can be monitored with the Apple IP agent,
see the Appendix, “ The Apple IP Gateway MIB.” The Macintosh agent
monitors the following information:

= al filesin the System Folder

= all programs on the computer

= typesof NuBus cardsinstalled

= SCSl devices attached

» all services being managed on the computer
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= details about all mounted volumes
= details about the currently selected printer

If you want to institute remote monitoring, you will need to purchase an

SNMP console, available from a number of vendors. Again, interested readers
arereferred to the MacSNMP Administrator’s Guide, and especially to the
technical references listed therein.

Establishing gateway security

There are three basic elements of gateway security:

= preventing unauthorized use of the Gateway Manager

= preventing access by unauthorized AppleTalk clients

= preventing unauthorized access from the | P side of the gateway

The first two elements can be set in place with the Apple |P Gateway. The
third must be approached from the IP side, and so specific instructions cannot
be provided here.

Note: One of the simplest and yet most powerful security measuresisto use
manual addressing only. A manual address stays with a specific client, and,
unlessthat client givesit away, it cannot be used by anyone else. See
“Configuring the Gateway” and “ Getting Users Ready” in Chapter 2 for more
information on manual addressing.

Setting a password

To prevent unauthorized access to the Gateway Manager and therefore to the
gateway software itself, you can set a password.

1 Open the Gateway Manager program.

2 Choose Set Password from the Control menu.

The Gateway Manager Password dialog box appears, as shown on the
following page.
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Gateway Manager Password

New password: |:|
Retype new password: I:I

[ Cancel }[[ 0K ]]

Type a password in the “New password” text box.

The password appears as dots rather than text. The password can be up to eight
characterslong, and it can include any combination of upper- or lowercase
letters, numbers, or symbols. Aswith all passwords, the one you choose
should be easy to remember and hard to guess.

Type the password again in the “Retype new password” text box.

Click OK.

You will be prompted for the password each time you launch the Gateway
Manager.

Changing or removing a password

You can change your password at any time, and you can also remove password
protection if you fedl it is unnecessary.

To change a password, follow exactly the same procedure given earlier in “ Setting a
Password.”

To remove password protection, follow exactly the same procedure given earlier in
“Setting a Password,” leaving both the “New password” and the “Retype new password”
text boxes blank.
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Limiting network access

You can control which networks the gateway will accept users from with the
network restrictions feature in the Gateway Setup dialog box.

1 Open the Gateway Manager program.

2 Stop the gateway if it is running.

You cannot make changes to gateway setup while the gateway is running.
When you click Stop the following dialog box appears:

Stopping the gateway interrupts current
clients. Are you sure you want to stop

the gateway?

[ cancet || ok |

3 Click OK.

4 Choose “Set up Gateway” from the Control Menu.
The Gateway Setup dialog box appears.

*
A} Gateu.lag Setup Automatic IP addressing:
Nurnber of addresses:
Addressing Preferences: Start of IP range: [112.11.96.30
8 wutomatically assigned End of range: 112.11.96.41
O Manually azzigned
D Eoth Manual IP addressing :

|:| Aetivate gateway at Macintosh startup

D Usze network restrictions Hat dn..,

[ Cancel ][[ 114 ]]
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5 Click the “Use network restrictions” checkbox to select it, and then click Set Up.

The Network Restrictions dialog box appears.

Network Restrictions...

Hide IP services from: (B only the addresses listed

D a1l addresses except thoze listed

AppleTalk Network List:

[
Bamapg

=]

Metwork Range: I:l to: l:l et

[ Cancel ][[ il }]

6 Choose the restriction method you want to use.

You can choose to hide IP services from only those AppleTalk networks listed
or from all AppleTalk networks not listed. The first method is more practical
when you want to exclude a small number of networks on your AppleTalk
internet from access to | P services. The second is better when you want to
extend IP servicesto just afew.

7 Enter the network number of the first network you wish to include or exclude in the
Network Range text boxes at the bottom of the dialog box.

Loca Talk networks have a single network number. EtherTalk and TokenTalk
networks have a network range, with a starting and ending number.

= For aLocaTak network, enter the single network number in both text boxes.

= For an EtherTalk or TokenTalk network, enter the starting range number in the
[eft text box, and the ending range number in the right text box.

You can learn a network’s number either directly from the routing table
maintained by your routing software or from a network log maintained by your
network administrator.

IMPORTANT You are not restricted to the actual network range numbers. If you
enter range numbers that cover several contiguous networks, for example, you
can give them all the same restrictions simultaneously. By entering a Local Talk
network number in the left box and alater number in the right box, you set
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10

restrictionsfor al Local Talk networksin that set of numbers. You can also pick
range numbers that cover only a part of a network.

Click Add.
The network number appearsin the Network List at the top of the dialog box.

Repeat steps 7 and 8 until you have listed all networks you want to include or exclude.

Click OK.

The dialog box closes. When you restart the gateway, your restrictions will be
in effect.

Changing network access restrictions

You can add or remove restricted networks at any time, using a variation on
the procedure described in the previous section, “Limiting Network Access.”

Open the Gateway Manager program.

Stop the gateway if it is running.

You cannot make changes to gateway setup while the gateway is running.
Choose “Set up Gateway” from the Control Menu.
Click the “Use network restrictions” checkbox to select it, and then click Set Up.

If you want to add networks to the Network List, enter their numbers in the Network
Range text boxes at the bottom of the dialog box.

Network Restrictions...

Hide IP services from: (@) only the addresses Tisted

O all addreszes except those lizted

—AppleTalk Network List:

124-345 3
Hamang
=

Metwork Range: o

[ cancel ] ok
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6 Click Add after each addition.
When you click Add, the network is added to the Network List.

Network Restrictions...

Hide IP services from: (@) only the addrezses Tisted

D all addreszes except those listed

—AppleTalk Network List:

124-345 e
Fa5-420 1
Hamape

=

Metwork Range : l:l to: l:l fidafid

[ Cancel ][[ 0K ]]

7 Click OK when you're finished.

8 If you want to remove networks from the Network List, click their numbers in the
Network List.

Shift-click for multiple selections.

Network Restrictions...

Hide IP services from: (& only the addresses listed

D all addrezses except those Tisted

AppleTalk Network List:
124-3435

F95-420
- "

Metwork Range: || to: il

[ Cancel ][[ 114 ]]

9 Click Remove.
When you click Remove, the network is deleted from the Network List.
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10  Click OK.

The dialog box closes. When you restart the gateway, your changes will be
in effect.

Preventing unauthorized access by IP computers

The Apple IP Gateway works in both directions. Just as clients on the
AppleTak side have access to the I P network, | P computers have access to
Macintaosh computers on AppleTalk networks. Restricting this access cannot
be done from the AppleTalk side. It can, however, be accomplished with most
IP routers. See your |P router documentation to arrive at a suitable method.
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Troubleshooting

The Apple IP Gateway links two complex network systems. Therefore
operational errors are inevitable. This chapter suggests a basic approach to
troubleshooting problems. Following that, the chapter lists some of the most
common problems, along with ways to remedy them. Be aware, though, that if
you are using the Apple Internet Router or an Apple Remote Access server
with the gateway, the problem may lie with that software, rather than with the
gateway itself. The Apple Internet Router Administrator’s Guide, the Apple
Remote Access MultiPort Server Administrator’s Guide, and the Apple Remote
Access Personal Server User’s Guide all contain detailed troubleshooting
sections that may help you solve problems when you're using the gateway
with other software.




Diagnosing and solving problems

The following steps outline a troubleshooting strategy that you can use to
isolate and solve problems as they come up.

Determine the symptoms.

Gather information from users to define the nature of the problem. If users are
reporting multiple problems, handle each one separately.

Determine whether the network is the source of the problem.

The network is amost certainly the source of the problem if one or more of
these conditions exists:

= Users cannot access a network service.
= Network accessisintermittent.

= Devices cannot communicate.

= Network performance slows down.

The network is unlikely to be the source of the problem if one or more of these
conditions exists:

= You can reproduce the problem after a device has been disconnected from
the network.

= The problem islimited to a specific program.
= A hardware device hasfailed.
= A procedure has been performed incorrectly.

Determine the scope and location of the problem.

Examine progressively smaller network components to isolate the problem.

» ldentify which networks are affected.

» | several networks are affected, determine if they are connected.

» |If only one network is affected, determine if multiple devices are involved.
= Determineif the amount of traffic through the gateway is excessive.

= Determine whether a network exceeds the maximum cable length or
number of devices.
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= Determine whether the gateway Macintosh is the source of the problem.
= Determine whether the Apple IP Gateway software is the source of the
problem.
4 |dentify the cause the problem.
Once you've isolated the problem to a specific device:
= Verify that all cables are undamaged and connected correctly.

= Verify that all software is of the correct version number and has been
installed correctly.

Solutions to common problems

The following sentences in boldface indicate symptoms or problems you may
encounter when running the gateway. After each symptom or problem, apossible
causeis presented, followed by a suggestion for solving the problem.

A user gets an error on startup of an IP program indicating that the client does not have
an IP address.

= The gateway is not configured to assign | P addresses automatically. Stop the
gateway and configure it to assign | P addresses automatically.

= The gateway isout of 1P addresses as indicated by the Gateway Information
window text “Addresses available: 0.” Stop the gateway and configure it to
have alarger range of automatic addresses.

s The user ison arestricted network. Remove (or add) the user’s network
number to the Network List in the Network Restrictions dialog box.

A computer with a manual address is not accessible from the IP network.

= The computer has not yet communicated with the gateway and therefore the
gateway does not know how to find the computer to send packetsto it. Have
the user initiate an | P connection so that the gateway knows where the client
is.

Note: This problem should occur only when the gateway and the client arein
different zones. If possible, put al clients in the same zone as the gateway.
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A user who has previously accessed the gateway can no longer do so.

= Theclient’s |P address has been assigned to another client by the gateway.
Have the user restart the Macintosh to get another address.

Note: Thiswill only happen when the gateway isin a different zone than the
client and the gateway is restarted after the client is assigned an address. The
gateway loses the information about the previoudly assigned addresseswheniitis
restarted, and it cannot find the client computer because it isin adifferent zone.

The Gateway Information window indicates an address conflict, and the gateway will not
assign that address to a user.

= A nodeon the IP network is using the | P address listed. Find the node and
change its address or use an automatic range that does not include that address.

62  Chapter 4/ Troubleshooting



Appendix  The Apple IP Gateway MIB

This appendix includes the Management Information Base (MIB) for the
Apple IP Gateway. The MIB includes alist of al variables that can be
monitored and managed with MacSNMP.




Macl P-M B DEFINITIONS ::= BEG N

| MPORTS
ngnt, experinental, Counter
FROM RFC1155- SM
OBJECT- TYPE
FROM RFC1212-M B

- - This M B nodul e uses the extended OBJECT- TYPE nacro
- - as defined in RFCl1212

-- Macl P M B
m b- 2 OBJECT IDENTIFIER ::= { nmgnt 1 }
appl etal k OBJECT IDENTIFIER ::= { mb-2 13 }
appl e OBJECT IDENTIFIER ::={ enterprises 63 }
maci p OBJECT IDENTIFIER ::= { apple ?? }

maci pNunftst at i cAddr esses OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"The nunber of static addresses configured on
t he gateway."
o= { macip 1}
maci pSt ati cRangeSt art OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"The first IP address in the range of static IP
addresses configured on the gateway."
o= { macip 2}

64  Appendix / The Apple IP Gateway MIB



maci pNunDynam cAddr esses OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"The nunber of dynam c addresses configured on
t he gateway."
o= { macip 3}
nmaci pDynam cRangeStart OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"The first | P address in the range of dynamic
| P addresses configured on the gateway."
o= { macip 4}
maci pUsel dl eTi meQut OBJECT- TYPE
SYNTAX | NTEGER {
true(l),
fal se(2)
}
ACCESS read-wite
STATUS nandat ory

DESCRI PTI ON
"I'f true(l), the idle tinme out value will be
used to tine out dynam c addresses."”

o= { macip 5}

Continued on following page »
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maci pUseNBPConf i r nTi meQut OBJECT- TYPE
SYNTAX | NTEGER ({
true(l),
fal se(2)
}
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"I'f true(l), the NBP Confirmtime out val ue
will be used to tinme out dynam c addresses."
o= { macip 6 }
nmaci pUsePl NGTi neQut OBJECT- TYPE
SYNTAX | NTEGER ({
true(l),
fal se(2)
}
ACCESS read-wite
STATUS nandat ory

DESCRI PTI ON
"I'f true(l), the PINGtime out value will be
used to tine out dynam c addresses."

= { macip 7 }

maci pl dl eTi meQut OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-wite

STATUS nandat ory

DESCRI PTI ON
"Dynam ¢ addresses will be nade avail able to be
reassi gned after they have been idle for this
length of tinme in nminutes.™

o= { macip 8 }
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maci pNBPConfi r nili meQut OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"Dynam c addresses will be made avail able to be
reassi gned after they have not answered
NBPConfirmfor this length of tinme in mnutes.”
o= { macip 9 }
maci pPl NGTi mreCut OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"Dynam ¢ addresses will be nmade avail able to be
reassi gned after they have not answered | CWP
Echo (PING for this length of tine in
m nut es. "
:={ macip 10 }
maci pUseNet wor kRest ri cti ons OBJECT- TYPE
SYNTAX | NTEGER {
true(l),
fal se(2)
}
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"I'f true(l), the network restrictions list wll
be used to restrict access to the gateway."
o= { macip 11 }

Continued on following page »
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maci pAddr essesl nUse OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The nunber of dynam c addresses that have been
assigned. "
o= { macip 12 }
nmaci pNunCl i ent sConnect ed OBJECT- TYPE
SYNTAX | NTEGER
ACCESS r ead-only
STATUS nandat ory
DESCRI PTI ON
"The total nunber of clients (dynanmic and
static) that are currently using the gateway."
o= { macip 13 }
maci pPacket sFor war dedl P OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The nunber of packets forwarded to the IP
internet. This nunmber includes unknown | P
errors.”
o= { macip 14 }
nmaci pPacket sFor war dedAppl eTal k OBJECT- TYPE
SYNTAX Count er
ACCESS r ead-only
STATUS nandat ory
DESCRI PTI ON
"The nunber of packets forwarded to the
Appl eTal k internet. This nunber includes
unknown Appl eTal k errors.”
o= { macip 15}
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maci pAssi gnRequest sRef usedErrs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The nunber of tines an attenpt to get a
dynam ¢ address failed due to the address table
being full."
:={ macip 16 }
maci pl nval i dl PAddr essErrs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The nunber of packets encountered froma
client with an unknown or invalid |IP address."
o= { macip 17 }
maci pUnknownl PErrs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The nunber of tines the gateway failed to
successfully forward an | P packet to the
destination | P address."
:={ macip 18 }
maci pUnknownAppl eTal kErrs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The nunber of tines the gateway failed to
successfully forward an I P packet to the
destination Appl eTal k address."
o= { macip 19 }

Continued on following page »
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maci pRunAt St artup OBJECT- TYPE
SYNTAX | NTEGER {
true(l),
fal se(2)
}
ACCESS read-wite
STATUS opti onal

DESCRI PTI ON
"I'f true(l), the gateway will run when the
Maci nt osh starts up."

o= { macip 20 }

nmaci pSt at us OBJECT- TYPE
SYNTAX | NTEGER ({
enabl ed(1),
di sabl ed(2)
}
ACCESS r ead-only
STATUS opti onal
DESCRI PTI ON
"The current status of the gateway."
o= { macip 21 }
nmaci pNet Restri cti onsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF netRestrictionsEntry
ACCESS not - accessi bl e
STATUS opti onal
DESCRI PTI ON
"The list of networks being restricted from or
all owed to use the gateway."
:={ macip 22}
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net RestrictionsEntry OBJECT- TYPE

SYNTAX Net RestrictionsEntry

ACCESS not - accessi bl e

STATUS opti onal

DESCRI PTI ON
"The description of one of the gateway's
network restrictions."”

I NDEX { netRestrictionsRangeStart }

:={ macipCientlnfoTable 1}

Net RestrictionsEntry ::= SEQUENCE ({
net Restri cti onsRangeSt art ATNet wor kNunber ,
net Restri cti onsRangeEnd ATNet wor KNunber ,
net Restri cti onshvbde | NTEGER

}

net Restri cti onsRangeStart OBJECT- TYPE

SYNTAX ATNet wor kNunmber

ACCESS read-wite

STATUS opti onal

DESCRI PTI ON
"The start of the range of networks to be
restricted fromusing or allowed to use the
gat eway. "

::={ netRestrictionsEntry 1 }

net Restri cti onsRangeEnd OBJECT- TYPE

SYNTAX ATNet wor kNunber

ACCESS read-wite

STATUS opt i onal

DESCRI PTI ON
"The end of the range of networks to be
restricted fromusing or allowed to use the
gat eway. "

;.= { netRestrictionsEntry 2 }

Continued on following page »
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net Restricti onsMbde OBJECT- TYPE

SYNTAX | NTEGER {
allow(1),
restrict(2)

}

ACCESS read-wite

STATUS opti onal

DESCRI PTI ON
"If allowm 1), nodes on this network are all owed
to use the gateway. If restrict(2), nodes on
this network are restricted fromusing the
gat eway. "

.= { netRestrictionsEntry 3 }

maci pC i ent | nfoTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF clientlnfoEntry
ACCESS not - accessi bl e
STATUS opti onal
DESCRI PTI ON
"The list of clients currently using this
gat eway. "
o= { macip 23}
clientlnfoEntry OBJECT- TYPE
SYNTAX ClientlnfoEntry
ACCESS not - accessi bl e
STATUS opti onal
DESCRI PTI ON
"The description of one of the clients using
this gateway."
| NDEX { dynam cAddr| PAddr }
2= { macipCientinfoTable 1}
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CientInfoEntry ::= SEQUENCE {

cl i ent | nf ol PAddr | pAddr ess,

cl i ent | nf oAppl eTal kAddr DdpNodeAddr ess,
client| nf oOwner Nane OCTET STRI NG
cl i ent| nf oPacket sForwar ded Count er,
clientlnfoldl eTi ne | NTEGER

}

clientlnfol PAddr OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS opti onal
DESCRI PTI ON
"The I P address assigned to the client."
o= { clientInfoEntry 1}

cl i ent| nfoAppl eTal kAddr OBJECT- TYPE
SYNTAX DdpNodeAddr ess
ACCESS read-only
STATUS opti onal
DESCRI PTI ON
"The Appl eTal k address of the client."
o= { clientInfoEntry 2}

cl i ent | nf oOmer Nane OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-only
STATUS opti onal
DESCRI PTI ON
"The client's owner nane."
c:={ clientInfoEntry 3 }

Continued on following page »
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cli ent| nf oPacket sFor war ded OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS opti ona

DESCRI PTI ON
"The nunber of packets forward to the IP
internet for this client plus the nunber of
packets forwarded to the client."

c:={ clientInfoEntry 4 }

clientlnfoldleTi me OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-only

STATUS opti ona

DESCRI PTI ON
"The length of tine in seconds that the client
has been idle."

c:={ clientInfoEntry 5 }
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